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Cybersecurity Plan for SMBI
[bookmark: _GoBack]Cybersecurity entails protection of devices, computer processes, infrastructural facilities, and assets in organizations from unauthorized access, cyber-attacks, and data theft. The different types of cybersecurity ensure networks, systems, and programs are free from digital attacks.  Cyberattacks are costly and can lead to considerable losses in institutions, or change of sensitive information, interruption of business operations, and money theft from systems.  Institutions invest in cybersecurity, prevention, and mitigation measures to protect clients’ data from access and alterations. The paper aims to analyses Store My Bits International (SMBI), which is a cloud data storage company that had an encounter with a virus threat in hence requires the analysis of the risks encountered and the development of prevention and mitigation measures for the vulnerabilities identified. 
SMBI Situation and Problem Identification
 SMBI being a cloud data storage company has risk and cybersecurity threats concerning data breaches. Malicious insiders have potential threats of cloud computing, which involves the use of a remote server to access and manage data instead of using a personal computer or a local server. Cybercriminals invent new methods to administer and attack cloud data storage systems. Analytical assessment of SMBI security stems would provide information on the potential vulnerability hence easier to identify mitigation measures for the cybersecurity issues involved. 
Companies like SMBI implement tight security measures to ensure cybersecurity, but still, cyber thefts occur, leading to huge losses. SMBI spends over $2 million in the eradication of threats posed to the cloud data hence the need to prevent further and future damage on their data security systems. Data breach leads to exposure to the client's personal information, trade secrets, and intellectual property rights (Roberts, 11). When the client's information is exposed, clients can face the consequences such as lawsuits, damage the institution's image for years, and hefty fines from the lawsuits. The Company required clear guidance on the potential vulnerabilities of the cloud data storage systems, prevention, and mitigation measures to avoid malicious phishing of the SMBI information.
Potential vulnerabilities
Data loss
Data Loss is another significant vulnerability that SMBI data may be at risk, which occurs when hackers can access cloud data and wiping all data. When a clients' data is lost, the client's confidence on the cloud data storage company reduces, leading to decreased revenue. In cases of data losses, contractual liabilities may arise to SMBI companies in the future if the client's data is lost.
Control measures; Protection of data is about the person who owns the data. Response plans in consideration of clients' lost data assist data breach victims in the data recovery process.
Insecure APIs and Hacked Interfaces
The use of APIs leads to direct effects on cloud services security since each API communicates with each other. In cases where third parties can access SMBI company APIs, the chances of getting hacked are also high. Insecure APIs can lead to loose of the client or third-party information hence costing the organization a lot of money in compensation of such.
Control measure; SMBI provides data storage services to users hence has the significant responsibility of ensuring limitation on damages caused by malicious users.  SMBI can protect their users from API by the implementation of threat modeling software with systems in a developed lifecycle. Facilitation of systematic code review ensures no gaps in the security hence prevent the systems from API hackers.
Denial of Service Attacks
Denial of service attack involves cybercriminals facilitating the unavailability of network resources. DoS causes disruptions of services indefinitely or temporarily when the host internet connection is accessible (Purushothaman, 100). Network unavailability leads to adverse effects on the cloud infrastructure, making the stems to time out or slow down. DDoS have the higher processing power, which is an extra expense to the organization bill. The DDoS remain old tactics for online system attackers. The denial of service attacks prevents clients from accessibility to their cloud services and may lead to impaired systems. Persistent denial of services may lead to higher expenses when running services.  The DoS attacks affect cloud availability and speed, causing higher processing power, and severe cases lead to substantial financial losses.
The control measure; SMBI requires systems that protect cloud services from interference and block all cyber-attacks from happening. The use of the Web Application Firewall (CDN) or Content Delivery Network (WAF) ensures identification of the vulnerabilities associated with DoS.
Compromised credentials
Hijacked accounts lead to loss of passwords and credentials that can cause users difficulties in accessing their accounts. Clients' frustration over the loss of control on their accounts can lead to bad experiences and poor ratings on SMBI services and discourage new users from trusting the Site. Compromised credentials can lead to manipulation of data, or direction of client information to inappropriate sites.  The hijacked account can have competitor firms access clients' information hence putting the business at risk (Jeevitha, 17). In instances where an account links to other accounts, the other accounts are at risk when the primary account is at risk. 
The control measure is to advise clients to use unique secure passwords for each accounts and select a reliable password. Emphasizing that clients secure trusted password in the accounts would lower the risk of hijacked accounts. Creating processes in identification when need to change password would ensure the real user accounts are alert on any changes in the user accounts. 
Malicious Insiders
Malicious insiders involve employees, whether former or current, business partners, contractors that access system networks, and use the information without the organization's permission. The control measure; SMBI should ensure that customers use encryption keys on the premises for protection and not on the cloud.
Abuse of Cloud Services
Hackers tend to misuse the cloud services provided by cloud data storage companies by creating an array of cloud servers hence launching DDoS attacks and cause the distribution of pirated software. Services providers should understand the precise definition of abuse of cloud services to identify the means of prevention of the services.
Prevention and mitigation Measures 
The different types of cyber-attacks require prevention and mitigation measures to block the client's data from attacks by cybercriminals. SMBI needed to ensure clients' data protected from all kinds of cyber threats. Data lose to some parties can cause substantial business losses; hence the importance of prevention of the data breach is mitigation measures cannot compensate for the loss. For example, loss of intellectual property to competitors leads to the production of new products in the market, making a company lose the monopoly position in the market-leading to a massive reduction of income.
Encryption of data makes applications and software less user friendly hence prevention cyber-attacks. When cyber attackers access data, data privacy laws assist clients in recovering the lost information. Clients require the formation of misconfiguration and how to deny access permission. SMBI requires to use techniques that scan misconfigured resources and solve issues in real-time.  Implementation of proper security to prevent cyber-attacks prevents legal repercussions for SMBI. The threat models require updates for the continuous check-up of the security status.
Ensuring systems have strict identity access for users ensures accounts are secure. The provision of two-factor authentication for accounts prevents malicious users from accessing clients' accounts. For account hijacking prevention, SMBI should consider IAM controls in as mitigation of the account hijacking. Teaching the security teams proper installation and configuration of computer system networks would assist in the prevention of insider threats. Employees require protection strategy to ensure the data carried on their laptops while out of work is protected from phishing. The Company should have restricted access to security systems with only specific employees accessing the central servers.  Monitoring access to all computer servers of the organization can assist in the prevention of malicious attacks. Practicing API hygiene in SMBI would ensure API keys protection.  Cloud Infrastructure Management Interface (CIMI) includes the recommended API frameworks that provide high security in the Company.  The provision of energetic control planes assists in safe, and verification is hence protecting cloud-based data. 
Each organization implements a plan to ensure the protection of data depending on the type of data the organization handles. SMBI should provide different security protocols to ensure the protection of confidential information. In the prevention of data loss, SMBI should ensure offsite storage of data and secure distribution of data alongside different applications. Data security threats should not happen when the right preventive and mitigation measures in place by cloud data storage companies since that puts so many individuals and the institution at risk of losing very critical information (Adam, 45). In cases of failure of the prevention measures, cloud data storage companies should ensure the provision of information to customers about the cybercriminals after the penetration tests. 
Conclusion
Data security for cloud data company is critical since manipulation of the data can lead to loss of customer confidence hence losing clients, which translates to lower-income. The primary responsibility for cloud data storage companies is safety storage of data. Preventive and mitigation measures in ensuring cloud data security are vital in ensuring trust between clients and cloud data companies. 
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